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Information*and*crime

• Technological progress increases productivity across 
activities

(Moore, Clayton , Anderson, 2009)



Information*and*crime

• (Becker, 1968): Crime as a commodity



Information*and*crime

• Unlike “conventional” crimes, crimes involving 
information rely on technology

• That makes them potentially more productive
• It also involves different demographic than regular crime 

also impacting composition of labor force
• With some technologies being digital goods, they can be 

costlessly copied and shared
• There are also significant network effects
• The impact may affect large communities or companies
• Can be “weponized” to affect entire countries



Information*and*crime

• In 2007 government of Estonia decided to move 
monument to Soviet soldier to outskirts of Tallinn

• Russian-language press started spreading information 
claiming the monument is getting destroyed

• On April 26 riots in Tallinn have started; 156 people were 
injured, one person died and 1,000 people were detained

• On April 27 April Estonia hit by major cyber-attacks for 
next several weeks

• Shut down all online services and ATMs of Estonian 
banks, media and government

• Massive waves of spam were sent by botnets that 
overwhelmed targeted servers



Information*and*crime

• Similar attacks of different magnitude occur on daily 
basis

Map of occurring attacks

• How are they organized?

http://www.digitalattackmap.com/


Spam

• Spam historically refers to unsolicited commercial email 
and related undesirable online communication



Spam

• Typical advertising is method for “monetizing” content 
or service that is valued by consumer

• Spam imposes an externality on consumers without 
benefit and ability to opt out

• Like traffic congestion in distracts attention of 
consumers, takes over storage and bandwidth

• Historically the market has evolved from few companies 
that offered spamming services to organized network of 
botnets and spammers

• Imposes large costs on email services; more recently also 
threatens physical properties of networks



Spam

• Exploiting structure of SMTP (Simple Mail Transfer 
Protocol)

• SMTP protocol is mechanism of communication between 
two message transfer agents across TCP connection

• Sender-SMTP establishes two-way connection with  
receiver-SMTP

• Email sent via request–response transactions between 
client and server

• Email header contains the receivers email address that 
contains information of target server who’s IP address is 
resolved through DNS system

• Once destination is established, message gets delivered



Spam

• 1994 attorneys Canter and Siegel hire programmer to 
automatically post to every USENET newsgroup with 
ads for “green card” application services

• In 1995 first commercial spamware Floodgate offered for 
$100

• Able to harvest email addresses from classified ads, AOL 
Member directory, etc. 

• Companion software Goldrush allowed sending out 
1000’s of emails per hour (~$0.0001 per email)



Spam

• (Stone-Gross, Holz, Stringhini, and Vigna, 2011) 
infiltrated Spamdot.biz forum

• Strict vetting process to join (3 referrals from existing 
members) 

• 91.3 % users are Russian speakers, remaining 8.7% use 
English

• 1,929 users with 35,423 public and 11,638 private 
messages.

• Forum is divided into: spam community and vendor 
services

• Forum operates based on a system of trust, members 
often review each other’s products and services



Spam
• Lists of emails are hot commodities
• Determinants of value
• Validity
• If emails have recently been targeted by another spam group
• Localization of email addresses (.us, .uk, .ru) or regionalized by 

IP-based geolocation
• Whether email belongs to free email service (Gmail, Hotmail, 

Yahoo)

• Email addresses from free email services are ½ the price 
of standard emails (due to more sophisticated spam 
filters)

• Typical price per million emails $25 to $50, with 
discounted prices for bulk purchases



Spam

• SMTP protocol has basic built-in spam protection: 
address is validated through DNS (can automatically 
delete messages from specific IP addresses)

• This allows IP blacklisting after it was authenticated 
(Yahoo!: this method rejects 80% of arriving emails)

• Email is  post-processed using ML techniques to do 
supervised learning

• Ground truth given by human labels of spam versus non-
spam, algorithm learns to classify emails correctly

• Featurize email contents to find words or phrases in 
email body that improve error rate of classifier

• Risk of “false positives”!



Spam

• Spam classifiers rely on crowdsourcing
• Webmail providers encourage users to press “mark as 

spam” button to generate more labels for spam classifier
• (Rao and Riley, 2012) report that out of random sample 

of 1.3 million active Yahoo! Mail 6% ever marked 
messages as “spam,” others simply delete them

• At the same time, spammers take advantage of “not 
spam” button

• Yahoo! reports that  63%  of “not spam” votes were cast 
by users who never cast “spam” vote and come from 
users few specific IP addresses



Spam

• Webmail market is highly concentrated and has resources 
to invest in sophisticated anti-spam technologies



Spam

• Blacklisting made it impossible for spammers with fixed 
IP addresses to operate

• Using new IP addresses became cheaper with botnets
• Use malware to form network of computers
• Infected computers form hierarchy transmitting messages 

from central servers
• IP blacklisting is useless with botnets: spam emails 

originate  from 1000’s of changing IP addresses assigned 
by DHCP (used by most internet providers for residential 
clients)

• ISP’s started to prohibit client’s computers work as mail 
servers



Spam

• In 2009, 6 botnets generated > 90% of botnet spam
• Rustock was largest botnet on record capable of sending 

30 billion of emails per day
• In March 2011 software was used to reverse-engineer 

location of command servers and network was shut down



Spam

• Rustock used email accounts on Microsoft’s webmail
• To prevent possibility of automated sign-up for email 

accounts commercial providers adopted CAPTCHA 
(Completely Automated Public Turing test to tell 
Computers and Humans Apart)



Spam

• Formal market arose for resolving CAPTCHA 
• Market maker solicits offers from buyers of CAPTCHA-

breaking and interacts with workers offering labor
• CAPTCHA-breaking services offered by DeCaptcher 
• Each CAPTCHA transmitted to worker at PixProfit 
• Resolved CAPTCHA sent to DeCaptcher
• Use separate piece of software to transmit CAPTCHA 

and its solution
• Process takes ~30 seconds
• Market wage rapidly decreasing with laborers recruited 

from poorer developing countries  



Spam



SpamRates&$0.3&to&$1&
per$1000$resolved$
CAPTCHAS'



Spam
• CAPTCHA-breaker services operate as “general contractors” 
• Motoyama, Levchenko, Kanich, McCoy, Voelker, and Savage 

(2010) report 10-15 second response times with 90% accuracy



Spam

• Most spam illegal in the US (CAN-SPAM Act of 2003)
• Unsolicited emails must have valid return addresses and opt-out 

options

• Technically spam only includes unsolicited email from 
companies that had no economic relation with given user

• Email offer from BestBuy after you made purchase is not 
spam

• Spam market is market for “unsolicited online 
advertising”
• Merchant recruits intermediaries (a.k.a. spammers) to advertise 

products paying share of final purchase amount 
• Merchant conceals its identity to attract more potential 

customers



Spam

• Just like in online advertising, user experience related to 
viewing of ad (email)

• Spam industry contains multiple actors: consumers, 
advertisers and publishers (spammers)

• Publishers and advertisers are typically not the same 
entity (spammers do not operate storefronts)

• Transactions between parties are based on negotiated 
rates related to cost per acquisition

• Stages of spam activity
• Advertising 
• Click support
• Realization



Spam

• Advertising
• All activities on reaching potential customers and making them 

click on URL 
• Delivery of spam uses botnets, Webmail spam, and IP prefix 

hijacking 
• Growing market specialization where botnets can be rented on 

contract basis
• Most commercial antispam offerings focus on delivery aspect 

of spam, but spam is still delivered
• That means that effort invested in spam delivery yields 

sufficient return



Spam

• Click support
• After advertising is delivered spammer needs some recipients 

to respond (click on embedded URL)
• Can directly advertise URL, but this is risky due to blacklisting 

and site takedowns
• Typically advertised URL redirects to additional URLs

• Can use legitimate third party that controls DNS name resource for 
edirection site (free hosting, URL shorteners, compromised Web sites)

• Spammers or their affiliates manage the DNS name resources  
(“throwaway” domain such as minesweet.ru redirects to more persistent 
domain such as greatjoywatches.com)

• Domaine name typically purchased from domain reseller who 
purchases domains in bulk via multiple sources and sells to 
underground trade

• Sometimes offered as “package” from spam “affiliate program”



Spam

• Realization
• Seller receives payment through conventional payment 

networks 
• Stores try to support standard credit card payments
• Store arranges to fulfill and ship order
• Products are acquired through and delivered through B2B 

websites (Alibaba, ECPlaza, ECTrade) that offer brand and off-
brand drugs, replicas of luxury products

• Suppliers ship directly and stores do not pay for storing, 
warehousing and shipping goods themselves



Spam

• (Levchenko et al., 2011) developed spam feeds to 
identify examples of spam, followed advertised URLs, 
and botnet infiltration algorithms



Spam

• Supply of spam is provided by botnets 
• Major merchants are advertised by multiple botnets, and 

botnets compete with each other for clients
• Botnet may either rent out its services to independent 

spammers, or send its own spam on behalf of merchant

(Stone-Gross, Holz, Stringhini, and Vigna, 2011)



Spam

• (Stone-Gross, Holz, Stringhini, and Vigna, 2011)  get 
access to 13 Cutwail C&C servers

• Content of spam varies by client
• Client-1 coordinated phishing campaigns (e.g., Google
• Mail, Friendster, etc) 
• Client-9 was advertising only Russian real estate. 
• Phishing is most popular campaign type
• Malware campaigns (mail included malicious link or 

attachment) are second popular
• Next was “pharmacies” and “education”



Spam

• Market for botnet installation services (“loads”) 
• Sources of loads: drive-by-download attacks using 

HTML iframes and other malware
• 10,000 malware installations offered at $300– $800. 
• Price varied by location
• US-based computed are more valuable than those in Asia 
• Latency and quality of infected computersimportant for 

operation

• Loads per 1000 cost  $13 in Asia, $35 in Europe, $125 
US

• Bots that have not been blacklisted (“clean”) sell at 
higher prices, they are valuable for spam campaigns



Spam

• Controllers of spam botnets put significant effort into 
maintaining sufficient number of bots

• Bot populations can drop by 50% per day
• With sufficiently large sustained botnet, groups launch 

their own spam campaigns or rent out parts of botnet to 
other parties

• Contracts based on sharing a percentage of sales (SpamIt 
paid 40% commission) or purchase of spam-as-a-service 
for ~$100–$500 per million emails

• Botnets can be rented out for larger campaigns (> 100 
million emails per day) for ~$10,000 per month

• Renter of botnet is offered “free trial”



Spam

• (Levchenko et al., 2011) studied the structure of “global 
spam Economy” by following the URL delivered in spam 
emails



Spam



Spam



Spam



Spam

• Overall returns from spam (in perspective)

(Rao and Riley, 2012)


