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Everyone who wants to take the class (including

unregistered students) should have a teammate for
Project 1. If you don’t, talk to us after class today.




Why I’m Teaching this Class



1. Learn about Economics
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2. Economics In Security and Privacy



Mirai Botnet

Level3 outage map

+ 3 /
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Bahamas

Cuba™_

México Turks and Caicos

Islands

Cavmaniisiands

SLEEPING GIANT —

Internet-paralyzing Mirai botnet comes
roaring back with new strain

100,000 devices infected in 60 hours by strain that targeted ZyXEL devices.

DAN GOODIN - 11/29/2017, 12:21 PM

Ve

Level3 Communications offers telecommunications
services to business customers. Level 3 services include
internet connectivite and managed services such as VPN,
collaboration, voice and video.

Level(3)

s Centurylink-
Bermuda
AV
L
Centurylink -
B

Enlarge / One of the modems targeted by a newly discovered strain of Mirai.

Mirai, the Internet-of-things malware that turns cameras, routers, and other household devices
into potent distributed denial-of-service platforms, may be lying low, but it's certainly not dead.




Mirai-Source-Code/mirai/bot/scanner.c

// Set up passwords

add_auth_entry("\x50\x4D\x4D\x56", "\x5A\x41\x11\x17\x13\x13", 10);
add_auth_entry("\x50\x4D\x4D\x56", "\x54\x4B\x58\x5A\x54", 9);
add_auth_entry("\x50\x4D\x4D\x56", "\x43\x46\x4F\x4B\x4C", 8);
add_auth_entry("\x43\x46\x4F\x4B\x4C", "\x43\x46\x4F\x4B\x4C", 7);
add_auth_entry("\x50\x4D\x4D\x56", "\x1A\x1A\x1A\x1A\x1A\x1lA", 6);
add_auth_entry("\x50\x4D\x4D\x56", "\Xx5A\x4F\x4A\x46\x4B\x52\x41", 5);
add_auth_entry("\x50\x4D\x4D\x56", "\x46\x47\x44\x43\x57\x4E\x56", 5);
add_auth_entry("\x50\x4D\x4D\x56", "\x48\x57\x43\x4C\x56\x47\x41\x4A", 5);
add_auth_entry("\x50\x4D\x4D\x56", "\x13\x10\x11\x16\x17\x14", 5);
add_auth_entry("\x50\x4D\x4D\x56", "\x17\x16\x11\x10\x13", 5);
add_auth_entry("\x51\x57\x52\x52\x4D\x50\x56", "\x51\x57\x52\x52\x4D\x50\x56", 5);
add_auth_entry("\x50\x4D\x4D\x56", "", 4);
add_auth_entry("\x43\x46\x4F\x4B\x4C", "\x52\x43\x51\x51\x55\x4D\x50\x46", 4);
add_auth_entry("\x50\x4D\x4D\x56", '"\x50\x4D\x4D\x56", 4);
add_auth_entry("\x50\x4D\x4D\x56", "\x13\x10\x11\x16\x17", 4);
add_auth_entry("\x57\x51\x47\x50", "\x57\x51\x47\x50", 3);
add_auth_entry("\x43\x46\x4F\x4B\x4C", "", 3);
add_auth_entry("\x50\x4D\x4D\x56", "\x52\x43\x51\x51", 3);
add_auth_entry("\x43\x46\x4F\x4B\x4C", "\x43\x46\x4F\x4B\x4C\x13\x10\x11\x16", 3);
add_auth_entry("\x50\x4D\x4D\x56", "\x13\x13\x13\x13", 3);
add_auth_entry("\x43\x46\x4F\x4B\x4C", "\x51\x4F\x41\x43\x46\x4F\x4B\x4C", 3);
add_auth_entry("\x43\x46\x4F\x4B\x4C", "\x13\x13\x13\x13", 2);
add_auth_entry("\x50\x4D\x4D\x56", "\x14\x14\x14\x14\x14\x14", 2);
add_auth_entry("\x50\x4D\x4D\x56", "\x52\x43\x51\x51\x55\x4D\x50\x46", 2);
add_auth_entry("\x50\x4D\x4D\x56", "\x13\x10\x11\x16", 2);
add_auth_entry("\x50\x4D\x4D\x56", "\x49\x4E\x54\x13\x10\x11", 1);

//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//

root
root
root
admin
root
root
root
root
root
root
support
root
admin
root
root
user
admin
root
admin
root
admin
admin
root
root
root
root

xc3511
vizxv
admin
admin
888888
xmhdipc
default
juantech
123456
54321
support
(none)
password
root
12345
user
(none)
pass
adminl234
1111
smcadmin
1111
666666
password
1234
klv123



Software Vulnerabilities as Externalities

“According to one common view, information
security comes down to technical measures. Given
better access control policy models, formal proofs
of cryptographic protocols, approved firewalls,
better ways of detecting intrusions and malicious
code, and better tools for system evaluation and
assurance, the problems can be solved. In this
note, | put forward a contrary view: information
insecurity is at least as much due to perverse
incentives. Many, if not most, of the problems can
be explained more clearly and convincingly using
the language of microeconomics: network
externalities, asymmetric information, moral
hazard, adverse selection, liability dumping and
the tragedy of the commons.”

Why Information Security is Hard
— An Economic Perspective

Ross Anderson
University of Cambridge Computer Laboratory

Ross.Anderson@cl.cam.ac.uk
30th January 2001
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How much should we

spend on security?

$124B

Projected 2019 spending on information
security [Gartner]

1



How much should we
spend on security?

$1700B Military spending worldwide (2017)
US: $610B

$265B Apple’s 2018 Revenues

$124B Projected 2019 worldwide spending on
information security [Gartner]

$3.5B University of Virginia, 2018 operating
budget (~50% Medical)

Half the money | spend on advertising is

wasted; the trouble is | don't know which half.
John Wanamaker

12
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3. Experimental Interdisciplinary Course



What is your first major?

o5/ responses

@ BA Computer Science

@ BA Economics

¢ BS Computer Science

@ BA Chinese Language and Literature
@ Systems Engineering

@ BS Systems Engineering

@® Commerce

@ BA Statistics

12 ¥
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What is your first major?
57 responses

@ BA Computer Science

@ BA Economics

@ BS Computer Science

@ BA Chinese Language and Literature
@ Systems Engineering

@ BS Systems Engineering

@® Commerce

@ BA Statistics

If you have a second major, what is your second major?

31 responses

@ Computer Science

@ Economics
() Statistics
/ @ pre-Commerce
A @ Comm School Applicant

‘ @ I'm a declared CS minor

@ Chinese
@ Foreign Affairs

12V



Course Questions?

17



Causation

18



What is the goal of science?
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20,679 Physicians

7 LUCKIES are

-

Does smoking
cause cancer?

> sl
“‘; ! less u'/ttatlng

lt s toasted”

Your Throat Protection

\. j/ / B against irritation against cough

CC: Silberio77

20



Federal Cigarette Labeling and Advertising Act of 1966

§ 1333. Labeling; requirements; conspicuous statement I

2% SERew
\ o !

a) Required warnings; packages; advertisements; billboards ' e
(2) Req gs; packag SURGEON GENERAL'S WARNING:

Smoking Causes Lung Cancer,
Heart Disease, Emphysema, And
May Complicate Pregnancy.

(1) It shall be unlawful for any person to manufacture, package, or import
distribution within the United States any cigarettes the package of which fails 1
accordance with the requirements of this section, one of the following labels:

SURGEON GENERAL'S WARNING: Smoking Causes Lung Cancer, Hegilalisaass

glr?glgégn;?b %rgEhéaAyLCsoamgéeggancy. i Mo Great] SURGEON GENERAL'S WARNING:

' : Quitting Smoking Now Greatly Re : :

RS to Yous Health Clgacrenbe Smoke Contains

SURGEON GENERAL'S WARNING: Smoking By Pregnant Women Ma arbon Monoxide.

Injury, Premature Birth, And Low Birth Weight.

SURGEON GENERAL'S WARNING: Cigarette Smoke Contains Carbon Monoxide.

Ce. Recommendation

Amendment No. 1 would make little change in the label except it's more
positive and shorter. Retaining the word "may" does soften its impact
somewhat.

21



Smoking
can cause

W .9
Pt 1
> 3 4
. A2
e i

WARNING: Cigarettes
cause fatal lung disease.

FDA Proposed Warning (2011),
blocked by companies/courts

UK Warnings

Protect children:



Nature 182 (1958 August 30), 596.

276

CANCER AND SMOKING

THE CURIOUS ASSOCIATIONS with lung cancer found in relation to smoking habits
do not, in the minds of some of us, lend themselves easily to the simple conclusion
that the products of combustion reaching the surface of the bronchus induce, though
after a long interval, the development of a cancer. If, for example, it were possible to
infer that inhaling cigarette smoke was a practice of considerable prophylactic value in
preventing the disease, for the practice of inhaling is rarer among patients with cancer
of the lung than with others.

Such results suggest that an error has been made of an old kind, in arguing from
correlation to causation, and that the possibility should be explored that the different
smoking classes, cigarette smokers, cigar smokers, pipe smokers, etc., have adopted
their habits partly by reason of their personal temperaments and dispositions, and are
not lightly to be assumed to be equivalent in their genotypic composition. Such differ-
ences in genetic make-up between those classes would naturally be associated with
differences of disease incidence without the disease being causally connected with
smoking. It would then seem not so paradoxical that the stronger fumes of pipes or
cigars should be so much less associated with cancer than those of cigarettes, or that
the practice of drawing cigarette smoke in bulk into the lung would have apparently a
protective effect.

(Sir) Ronald A. Fisher
Nature, 30 August 1958
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1999 2000 2001 2002
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2007

2008

2009
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Random Variable

Definition: a random variable (e.g., X) is a distribution of

values tha? the me/gxured outcome of some experiment,
/“»

-

‘vvv\qu\/

—

U fo/o NS @(0\oa)>1\"<\9“5 ‘\ﬂ{%v(}
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Random Variable

Definition: a random variable (e.g., X) is a distribution of
values that is the measured outcome of some experiment.

X: Q) - F
Function from a probability space (set of possible
outcomes) to a measurable space (usually a real numbers)

26



Example: Playing Card Indl A5

Think of a playing card
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CIGARETTES, CANCER, AND
STATISTICS U ,
Sir Ronald Fisher @

that if one tries to think of numbers at random, one thinks of
numbers very far from at random. If one tries to think of a
card of an ordinary playing deck, it's well known (perhaps
it’s not so well known—it is known to me, at least) that red_
cards are thought of more readily than black cards, that odd
fiumbers—are thought of more readily than even numbers,
and that the Queen of Diamonds is a hot favorite. This pro-
clivity of the hummam mindaffecgoany consciously guided

W’jr —(c( Q) C\C\SS

29



Covariance

Measure of joint variability of two random variables:

e ———

covariance(X,Y) = E[(X —EX))(Y — E(Y))|
__/
Q%)&.:\JQ 0\

ML\

-

30



Independent Variables don’t Covary

Theorem: If X is independent of Y, covariance(X,Y) = 0.

—

covariance(X,Y) = E[& E(X))(Y —E(Y))]

[S QX\4—E<\/B =

- (e

; (Q E (:/2&



Independent Variables don’t Covary

Theorem: If X is independent of Y, covariance(X,Y) = 0.

covariance(X,Y) =E[(X —EX))({Y —E(Y))]
= E[XY — X -E[Y] =Y -E[X] + E[X] - E[Y]]
X{ XY] — E[X] - E[Y] — E[Y] - E[X] + E[X] - E[Y]

= E[XY] —E[X Tm




Covariance with Itself
covariance(X, X) =?
covariance(X, X) = E[(X — E(X))(X — EX))]

= E[(X — w)?]
= variance(X)



Population Covariance

coviX,¥) = ) pilx — B — E(Y)



Measuring Correlation

Pearson correlation coefficient

__covarilance(x,y)
Pxy =

OxO0y

35



r=0.997

Correlation

/

e

//

1999 2000 2001 2002

2003 2004 2005 2006 2007 2008 2009
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Explanations of Correlation

A —->B

37



US spending on science

US spending on science, space, and technology
correlates with

Suicides by hanging, strangulation and suffocation

1999 2000 2001 2002 2003 2004 2005 2006 2007 2008
$30 billion
$25 billion
——
/
$20 billion //
$15 billion

1999 2000 2001 2002 2003 2004 2005 2006 2007 2008

-®- Hanging suicides -¢- US spending on science

http://tylervigen.com/spurious-correlations

2009

2009

10000 suicides

8000 suicides

sapidIns 3uiduey

6000 suicides

4000 suicides

tylervigen.com
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In England and Wales the phenomenal\

BRITISH MEDICAL JOURNAL increase in the number of deaths

LONDON SATURDAY SEPTEMBER 30 1950 attributed to cancer of the lung
' provides one of the most striking
SMOKING AND CARCINOMA OF THE LUNG changes in the pattern of mortality
PRELIMINARY REPORT - recorded by the Registrar-General. For
RICHARD DOLL, M.D. MR.CP. example, in the quarter of a century
Member of the Statistical Research AZZ“ of the Medical Resea‘rch Council_ between 1922 and 1947 the annual
| A. BRADFORD HILL, PhD. D.Sc. number of deaths recorded increased
Professor of Medical Statistics, Londg:’zsfglxgzol Uo;{itHgfifZ: ;'t;gdiz;lopliizi a]'t.'{‘;dicc:i(:ls’l,'c;!onorary Director of the Statistical from 6 1 2 to 9, 2 87, or rough [y

fifteenfold. ... The rise seems to have
been particularly rapid since the end
of the first world war, between 1921-
30 and 1940-4 the death rate of men
at ages 45 and over increased sixfold
and of women of the same ages
approximately threefold. This increase
is still continuing. It has occurred, too,
in Switzerland, Denmark, the U.S.A.,
Canada, and Australia, and has been

reported from Turkey and Japan.
4J

' “ . i
Sir Richard Doll (1912-2005) Sir Austin Bradford Hill (1897-1991)



The large and continued increase in the recorded deaths
even within the last five years, both in the national figures
and in those from teaching hospitals, also makes it hard to
believe that improved diagnosis is entirely responsible. In
short, there is sufficient reason to reject that factor as the
whole explanation, although no one would deny that it
may well have been contributory. As a corollary, it is
right and proper to seek for other causes.

Possible Causes of the Increase

Two main causes have from time to time been put for-
ward : (1) a general atmospheric pollution from the exhaust
fumes of cars, from the surface dust of tarred roads, and
from gas-works, industrial plants, and coal fires; and
(2) the smoking of tobacco. Some characteristics of the
former have certainly become more prevalent in the last
50 years, and there is also no doubt that the smoking of
cigarettes has greatly increased. Such associated changes
in time can, however, be no more than suggestive, and until
recently there has been singularly little more direct evi-
dence. That evidence, based upon clinical experience and
records, relates mainly to the use of tobacco. For instance,
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Present Investigation

The present investigation was planned in 1947, to be
carried out on a sufficiently large scale to determine
whether patients with carcinoma of the lung differed
materially from other persons in respect of their smoking
habits or in some other way which might be related to the
atmospheric pollution theory. Patients with carcinoma of
the stomach, colon, or rectum were also incorporated in
the inquiry, as one of the contrasting groups, and special
attention was therefore given at the same time to factors
which might bear upon the aetiology of these forms of
malignant disease. A separate report will be made upon
these inquiries. The present study is confined to the ques-
tion of smoking in relation to carcinoma of the lung.

The method of the investigation was as follows : Twenty
London hospitals were asked to co-operate by notifying all
patients admitted to them with carcinoma of the lung,
stomach, colon, or rectum. For the most part these
hospitals were initially confined to one region of London
(the north-west), to allow ease of travelling, but others were
subsequently added to increase the scope of the inquiry. A
list of those taking part is given at the end of the paper.
The method of notification varied ; in some it was made by
the admitting clerk on the basis of the admission diagnosis,
in others by the house-physician when a reasonably confi-
dent clinical diagnosis had been made, and in yet others
by the cancer registrar or the radiotherapy department.
None of these methods is likely to have resulted in complete
notification, but there is no reason to suppose that those
who escaped notification were a selected group—that is,
selected in such a way as to bias the inquiry—as the points
of interest in the investigation were either not known or
known only in broad outline by those responsible for
notifying.

Study Design:

arrange for hospitals to contact
investigators when a patent is
admitted with lung cancer
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On receipt of the notification an almoner, engaged wholly
on research, visited the hospital to interview the patient,
using a set questionary. During the inquiry four almoners
were employed and all the patients were interviewed by one
or other of them. As well, however, as interviewing the
notified patients with cancer of one of the four specified
sites, the almoners were required to make similar inquiries
of a group of “non-cancer control” patients. These
patients were not notified, but for each lung-carcinoma
patient visited at a hospital the almoners were instructed to
interview a patient of the same sex, within the same five-
year age group, and in the same hospital at or about the
same time. (Where more than one suitable patient was
available the choice fell upon the first one in the ward
lists considered by the ward sister to be fit for interview.)

Study Design:

arrange for hospitals to contact
investigators when a patent is
admitted with lung cancer

interview patient about smoking
also interview a non-cancer
“control” patient
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The Data

Between April, 1948, and October, 1949, the notifications
of cancer cases numbered 2,370. It was not, however, pos-
sible to interview all these patients. To begin with, it had
been decided beforehand that no one of 75 years of age or
more should be included in the inquiry, since it was unlikely
that reliable histories could be obtained from the very old.
There were 150 such patients. In a further 80 cases the
diagnosis was incorrect and had been changed before the
almoner paid her visit. Deducting these two groups leaves
2,140 patients who should have been interviewed. Of
these, 408 could not be interviewed for the following
reasons : already discharged 189, too ill 116, dead 67, too
deaf 24, unable to speak English clearly 11, while in one
case the almoner abandoned the interview as the patient’s
replies appeared wholly unreliable. No patient refused to
be interviewed.
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TABLE I.—Number of Patients Interviewed in Each Disease Group,
Subdivided According to Certainty of Diagnosis

No. of Cases
Group A. Group B.
Disease Group Diagnosis Other
Confirmed Criteria Total
at Necropsy, of
etc. Diagnosis

Carcinoma of lung .
- ,» Stomach . .o |
,» colon and rectum .. |
Other malignant diseases ..
Diseases other than cancer (controls)
Other cases .. - ..
Excluded .. .. .. .. ;

220 @
28

' 431

: 81

o <,’2§>)

SR 4

258
111538

2,475

|
|

All cases



TaBLE II.—Comparison Between Lung-carcinoma Patients and Non-
cancer Patients Selected as Controls, With Regard to Sex, Age,

Social Class, and Place of Residence

No. of No. of Social Class
Lung- Non-cancer . (Registrar- No. of No. of
Age carcinoma Control | General’s Lung- Non-
g Patients Patients Categories. carcinoma| cancer
| Men Only) Patients | Patients
M F M F '
25— .. 2 |1 2 1 | IandII . 77 87
30- .. 6 | O 6 0 | III - .. 388 396
35- .. 18 3 18 3 IVand V .. 184 166
40- .. 36 4 36 4 !
45- .. 87 10 87 10 | All classes .. 649 649
50- .. | 130 11 130 11
55- .. | 145 9 145 9 Place of residence
60- .. | 109 9 109 9 County of Lon-
65- .. 88 9 89* 9 don .. .. 330 377
70-74. . 28 4 27% 4 Outer London 203 231
Other county
| borough .. 23 16
Urban district | 95 54
Rural district . . | 43 27
Abroad or in i
| Services .. | 15 4
lages | 649 | 60 | 649 | 60 | Total(M + F).. 709 709

* One control patient was selected, in error, from the wrong age group.




“How much did you smoke before
the onset of your present illness?”

TABLE IIl.—Amouat of Tobacco Smoked Daily Before Present Illness

as Recorded at Two Interviews With the Same Patients at an
Interval of Six Months or More

First

Interview Second Interview. No. of Persons Smoking

' No. of

Persons I . ‘ | :

Smoking 0 1 cig.— ‘ 5 cigs.— | 15 cigs.— i25 cigs.— 50cigs.+' Total
0 .. o ° 1 L ‘ 9
1 cig— : 4 1 . | S
5 cigs— .. 1 } 13 | 3 ‘ ; 17
15 cigs—- .. 4 9 1 - 14
25 cigs.— .. 1 3., 0 4
50 cigs.+ .. 1 0 1

Total 8

6 18 | 13 5 0 50
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TaBLE IV.—Proportion of Smokers and Non-smokers in Lung-
carcinoma Patients and in Control Patients with Diseases Other

Than Cancer

— —— - = e ——— - . em . ———— ——— e * —

l .
' No. of | No. of Probability

Disease Group ' Non-smokers ' Smokers | Test
Males: | l |
Lung-carcinoma patients (649) @0-3%) 647 - P (exact method)
| i — 000000064
(" Control patients with diseases . -
other than cancer (649) oot 27 (4:2%) 622
Females: ' |
Lung-carcinoma patients (60) 19 (31:7%) 41 x2 = 576;n = 1
| 0-01 < P< 0-02
Control patients with diseases g
other than cancer (60) .o 32(53:3%) 28 |

| |

“I gave up smoking two-thirds of the way though the study.

- Richard Doll

b3
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Probability Test

TABLE IV.—Proportion of Smokers and Non-smokers in Lung-

carcinoma Patients and in Control Patients with Diseases Other
Than Cancer

1 I ' -
Disease Group ' __No. of ' No. of Probability

other than cancer (60) .. 32 (53:3%) 28

i'Non-smokersi Smokers | Test
Mples: (649) i 2 (0-3%) 647 | P( t method)
Lung- inoma patients | 3% : exact metho
ung-carcino patie | | exac o
Control patients with diseases :
other than cancer (649) oo 27 (42%) 622 | .
Felleales: ' (60) | 19 (31-7%) 41 l 2=1576;n =1
ng-carcinoma patients 1% x2=576:n =
une P | l 0-01< P<0-02
Control patients with diseases | |
|

Probability that if the null
hypothesis were true, the
measured correlation would
be higher than observed.
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R.A.FISHERERS.

"...the null hypothesis is never
proved or established, but is
possibly disproved, in the
course of experimentation.
Every experiment may be said
to exist only in order to give the
facts a chance of disproving the
null hypothesis."
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More Evidence

TABLE V.—Most Recent Amount of Tobacco* Consumed Regularly

. TIENT PATIENTS WITH
by Smokers Before the Onset of Present Illness; Lung-carcinoma CONTROL PATIENTS .
Patients and Control Patients with Diseases Other Than Cancer WITHOUTY CANCER CARCINOMA OF THE LUNG
: _
No. Smoking Daily -
Disease Group — l —| Pr %ba;ltnhty 60r
1 Cig.—*| 5 Cigs.- 15 Cigs.- 25 Cigs.—50 Cigs.+|  °° v MEN
\ Males: ‘ . ‘ z i
Lung-carcinoma ' 33 | 250 ' 196 ‘ 136 32 x2=3695; w 45
patients (647) | (5:120) | (38:67%) | (30:3%) i (21-0%) | (5:0%) n=4; ; .
Control patients , ! | a 40 - 3
with diseases | | |
other than 55 293 | 190 71 13 ! (T8
cancer (622).. | (8:8%) | (47-1%) | (30-5%) L(11:4%) | (2-1%) O 29 30
Females: * ‘, } . w B ' '
Lung-carcinoma 7 19 9 ! 6 0 x>=572; T} 24
patients (41).. | (17-120) ! (46:37%) | (22:0%) | (14-6%) | (0:0%) | n=2; <
. i | | 0-05<P<0-10 ~ 201
Control patients ' ‘ | (Women Zz
with diseases l smoking 15 w T
other than 12 10 ‘t 6 0 0 or more cig- % 9
cancer (28) .. | (42:9%) | (357%) | (21:4%) | (0:0%) | (0-0%) ! arettes a day x - s
' | ‘ grouped to- w 4 3 2
:l | e | gether) Q o —E-if J
_* Ounces 'I?tf tobacfo hav? b%en cxprezsgegl as beilng equivalent to soh maxay (0] |-4 5-14 15-24 25-49 SO+
cigarettes. ere is 1 oz. of tobacco in 26'5 normal-size cigarettes, so that the
conversion factor has begn taken as: 1 oz. of tobacco a week = 4 cigarettes a day. AMOUNT OF TOBACCO SMOKED DAILY

(EXPRESSED AS CIGARETTES)
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Fisher’s Response

52



Fisher’s Response

A

There 1s nothing to stop those who greatly desire it from believing that lung cancer
1s caused by smoking cigarettes. They should also believe that inhaling cigarette smoke
is a protection. To believe this 1s, however, to run the risk of failing to recognize, and
therefore failing to prevent, other and more genuine causes.

smoking — cancer

cancer — smoking

/Z — cancer,smoking
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But in the case where randomization has not been possible,
these other possibilities lie wide open and should be excluded,
or at least every effort should be made to exclude them, be-
fore we can assert that causation has been established. When
I spoke to Bradford Hill in the early days of this affair, he
was entirely unwilling to claim that causation had been
proved. He said he didn’t see what else it could be, but he
was certainly unwilling to make the claim which is being
made vociferously during the last year or two by committees
reporting to the Medical Research Council in England, and
to the American Cancer Society. Now, randomization is
totally impossible, so far as I can judge, in an inquiry of this
kind. It is not the fault of the medical investigators. It is not
the fault of Hill or Doll or Hammond that they cannot pro-
duce evidence in which a thousand children of teen age hav
been laid under a ban that they shall never smoke, and a
thousand more chosen at random from the same age group
have been under compulsion to smoke at least thirty cigarettes
a day. If that type of experiment colild be done, there wouly

—be no difficulty.

CIGARETTES, CANCER, AND
STATISTICS

Sir Ronald Fisher

/_\
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thing quite unexplored, something quite hypmlum .al. in tlu
tobacco smoke which would be capable of producing lung
cancer. It is also known that the tobacco used as pipe tobacco
and for cigars is more thoroughly fermented belore use than
is that used in cigarettes, or at least in the predominant
source of cigarette tobacco, in Virginia. I think those who
prepare the tobacco produced in Virginia are rather acutely
aware, that the price per pound is high, there is loss of weight
in fermentation, and it is as well not to lose 10 per cent more
weight than is necessary. And so, on the whole, the Virginia
tobacco is rather lightly fermented. You could imagine—you
could claim even—as a special pleading, that it was the un-
fermented condition of the Virginia tobacco, largely used in
cigarettes, that was responsibiec for the supposedly noxious
fumes which the burning of such tobacco produces. Discus-
sion is full of such things.

smoking — cancer

Virginia — cancer
pipes -+ cancer
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cancer — smoking

Is it possible, then, that lung cancer—that is to say, the pre-
cancerous condition which must exist and is known to exist
for years in those who are going to show overt lung cancer—
is one of the causes of smoking cigarettes? I don’t think it can
be excluded. I don't think we know enough to say that it is
such a cause. But the pre-cancerous condition is one involving
a certain amount of slight chrenic inflammation. The causes
of smoking cigarettes may be studied among your friends, to
some extent, and I think you will agree that a slight cause of
irritation—a slight disappointment, an unexpected delay,
some sort of a mild rebuff, a frustration—are commonly ac-
companied by pulling out a cigarette and getting a little
compensation for life’s minor ills in that way. And so, anyone
suffering from a chronic inflammation in part of the body
(something that does not give rise to conscious pain) is not
unlikely to be associated with smoking more frequently, or
smoking rather than not smoking. It is the kind of comfort
that might be a real solace to anyone in the fifteen years of
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For my part, I think it is more likely that a common cause
supplies the explanation. Again, we do not know. I do not
put forth any explanation as proved, but as requiring in-
vestigation. The obvious common cause to think of is the
genotype. We are all different genotypes. I suppose in this
nation there must be well over 150 million different geno-
types. If one studies cancer in mice (and I suppose about half
the mice of the world are kept to study cancer with), if one
examines any of the many (and there are thousands) of inbred
lines of mice (where we can get a hundred or two hundred
individuals of the same genotype to study)—if you take, then,
any two such lines of differing genotypes, they will, I believe,
invariably be found to differ in the frequency, in the age
incidence, and in the type of cancer which those mice suffer
from. Consequently if there is any genotypic difference be-
tween the different smoking classes, we may expect differ-
ences in the type or frequency of cancer that they display.

genotype — cancer, smoking
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smoke anything but a pipe. Why? Because they are made that
way. They are the sort of men who take to the pipe and don’t
take to cigarettes, just as there are other men who would
never take to a pipe but constantly feel the need of cigarettes.
It is not, then, a very long shot to guess that there 1s a genetic
component which distinguishes the different smoking classes.

And that 1s the second piece of research which T think is ex-
tremely urgent.

Ronald A. Fisher
Galton Professor of Eugenics

at University College London




Figure 2.1  Adult* per capita cigarette consumption and major smoking and health events, United States, 1900-2012
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What causes breast cancer?

23andMe- OUR SERVICES v HOW IT WORKS v REPORTS STORIES SHOP g SIGN IN REGISTERKIT ~ HELP v

BRCA EDUCATION

BRCA Basics

BRCA1 and BRCA2 are genes that have been found to impact a person's chances of
developing certain cancers, including breast, ovarian and prostate cancer.

What It Means:

The genes are called BRCA because the link between . ‘
these genes and breast cancer was discovered first. The

genes themselves do not cause cancer. They actually help ‘ ‘
preventit by repairing DNA breaks that can lead to

cancer. This is why we refer to them as tumor suppressor .

o ® O

Sometimes, changes in the BRCA genes occur that

prevent them from functioning properly. These changes

are called genetic variants or mutations. Variants in the

BRCA1 and BRCA2 genes can be passed down through

families, increasing the risk of developing certain cancers. ‘ ‘
This is what was referenced in our glossary as hereditary

risk. ‘ .

Why It Matters:

Knowledge is empowerment. Many people with a BRCA
variant, both women and men, are unaware of their risk . ‘
and what they can do about it. While it is true that having



http://www.cbcrp.org/causes/index.php
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A Model of Breast Cancer Causation

Definitions References

Visualizing the many factors and relationships influencing
breast cancer incidence in postmenopausal women

Domain @©
0 Biological
B Behavioral W
B Social @
@ Physical [}
Strength ®
=== Strong [
w— Modest ]
— Weak (]
Data Quality @®
— High @
= = Medium (]
------- Low (]
RESET

latitude

radiation

sleep disturbance

environmental tobacco

endocrine disruptors

occupational status

race/ethnicity

income breast cancer
incidence
high penetrance genes
education
immune function
country of birth

breast feeding
hormone therapy BMI alcohol



A Model of Breast Cancer Causation

Definitions References

Visualizing the many factors and relationships influencing
breast cancer incidence in postmenopausal women

Domain @
0 Biological
B Behavioral B
Bl Social O
B Physical =
Strength ®
=== Strong o
w— Modest O
— Weak O
Data Quality ®
— High [
— = Medium o
------- Low O
RESET

latitude age

age at menopause

ancestry

' endogenous hormones
occupational status

race/ethnicity

income breast cancer

incidence

high penetrance genes
education

country of birth

low penetrance genes
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' Definitions References
A Model of Breast Cancer Causation

Visualizing the many factors and relationships influencing

breast cancer incidence in postmenopausal women

latitude age

radiation

Domain 0] environmental tobacco
0 Biological W breast density
endocrine disruptors
B Behaviorat B
B Social = endogenous hormones
occupational status
B Physical O
Strength ©) race/ethnicity
=== Strong O
= Modest o income breast cancer
— Weak 0 incidence
high penetrance genes

) education
Data Quality ®
- High O

immune function

- = Medium [

insulin resistance

RESET

low penetrance genes

vitamin D
breast feeding age at first birth & parity

hormone therapy BMI
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Lessons Learned?
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Lessons Learned?

“Statistics has gained a place of
modest usefulness in medical
research. It can derive and retain
this only by complete impartiality,
which is not unattainable by
rational minds. We should not be
content to be “not so unfair”, for
without fairness the statistician is
in danger of scientific errors
through his moral fault. ...”
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Lessons Learned?

“Statistics has gained a place of
modest usefulness in medical
research. It can derive and retain
this only by complete impartiality,
which is not unattainable by
rational minds. We should not be
content to be “not so unfair”, for
without fairness the statistician is
in danger of scientific errors
through his moral fault. ...”

Ronald A. Fisher
Alleged Dangers of Cigarette-Smoking,
British Medical Journal 1957
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Hill’s Lessons

The Environment and Disease:
Association or Causation?

by Sir Austin Bradford Hill cBE bsc FRcP(hon) FRS
(Professor Emeritus of Medical Statistics,
University of London)

Section of Occupational Medicine

Meeting January 14 1965

President’s Address

Here then are nine different viewpoints from all
of which we should study association before we
cry causation. What I do not believe — and this
has been suggested — is that we can usefully lay
down some hard-and-fast rules of evidence that
must be obeved before we accept cause and
effect. None of my nine viewpoints can bring
indisputable evidence for or against the cause-
and-effect hypothesis and none can be required
as a sine qua non. What they can do, with greater
or less strength, is to help us to make up our
minds on the fundamental question - is there any
other way of explaining the set of facts before us,
is there any other answer equally, or more, likely
than cause and effect ?
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Hill’s Lessons

Strength of association

Consistency — repeated observation
Specificity

. Temporality

Gradient: more smoking - more cancer

. Plausibility (not required)
Coherence (not conflict with known facts)
. Experiment
. Analogy

Here then are nine different viewpoints from all
of which we should study association before we
cry causation. What I do not believe — and this
has been suggested — is that we can usefully lay
down some hard-and-fast rules of evidence that
must be obeved before we accept cause and
effect. None of my nine viewpoints can bring
indisputable evidence for or against the cause-
and-effect hypothesis and none can be required
as a sine qua non. What they can do, with greater
or less strength, is to help us to make up our
minds on the fundamental question - is there any
other way of explaining the set of facts before us,
is there any other answer equally, or more, likely
than cause and effect ?
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The Case for Action

Finally, in passing from association to causation
I believe in ‘real life’ we shall have to consider
what flows from that decision. On scientific
grounds we should do no such thing. The evi-
dence is there to be judged on its merits and the
judgment (in that sense) should be utterly
independent of what hangs upon it — or who
hangs because of it. But in another and more
practical sense we may surely ask what is involved
in our decision. In occupational medicine our
object is usually to take action. If this be opera-
tive cause and that be deleterious effect, then we
shall wish to intervene to abolish or reduce
death or disease.

- ——— v e —— —— - — - e b ¥ Al Yy W wwa w

vrm ~— Ay

But we should need very strong evidence before
we made people burn a fuel in their homes that
they do not like or stop smoking thecigarettes and
eating the fats and sugar that they do like. In
asking for very strong evidence I would, however,
repeat emphatically that this does not imply
crossing every ‘t’, and swords with every critic,
before we act.

All scientific work is incomplete — whether it be
observational or experimental. All scientific work
is liable to be upset or modified by advancing
knowledge. That does not confer upon us a free-
dom to ignore the knowledge we already have, or
to postponetheaction that it appears todemand at
a given time.

Who knows, asked Robert Browning, but the
world may end tonight? True, but on available
evidence most of us make ready to commute on
the 8.30 next day.
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Next class:
Statistical Learning Theory

Project 1: due 9:29am,
Tuesday (Jan 22)
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